USING THE SUBGROUP MEMBERSHIP SEARCH PROBLEM IN
PUBLIC KEY CRYPTOGRAPHY
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ABSTRACT. There are several public key protocols around that use the computational
hardness of either the conjugacy search problem or the word (search) problem for
nonabelian groups. In this paper, we describe a cryptosystem whose security is based
on the computational hardness of the subgroup membership (search) problem: given
a group G, a subgroup H generated by hi,...,hs, and an element h € H, find an
expression of h in terms of hi, ..., hg.

It is also interesting to note that groups which we suggest to use as the platform,
free metabelian groups, are infinitely presented, in contrast with groups typically used
in public key cryptography. Nevertheless, these group have efficiently (and, in fact,
very easily) solvable word problem.

1. INTRODUCTION

In search for a more efficient and/or secure alternative to established cryptographic
protocols (such as RSA), several authors have come up with public key establishment
protocols as well as with complete public key cryptosystems based on allegedly hard
search problems from combinatorial (semi)group theory, including the conjugacy search
problem [1, 16], the homomorphism search problem [12], [13], [25], the decomposition
search problem [6, 16, 23].

In this paper, we describe a cryptosystem whose security is based on the computa-
tional hardness of the subgroup membership (search) problem:

Given a group G, a subgroup H generated by h1,...,hg, and an element h € H, find
an expression of h in terms of hy,..., hg.

It should be mentioned that, in fact, the Anshel-Anshel-Goldfeld protocol which
may seem to rely on the computational hardness of the conjugacy search problem
alone, actually relies (perhaps somewhat implicitly) on the hardness of the subgroup
membership (search) problem as well, as explained in [23]. We also note that there is
some similarity, at a philosophical level, between our cryptosystem and homomorphic
public-key cryptosystems of [12] and [13]. However, there are also essential differences,
as explained in our Section 2.

First we outline the ideas behind our cryptosystem. These ideas can be traced back
to [20], where a similar approach was used in commutative situation, but the resulting
cryptosystem was not accepted by the cryptographic community as secure [11]. We
believe that employing a nonabelian group instead of a polynomial algebra as the
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platform does make a difference in both the efficiency and security components. We
note that various nonabelian groups have been used as platforms in the above mentioned
protocols; in particular, braid groups [1], [16], Grigorchuk groups [10], Thompson’s
group [23], polycyclic groups [8]. In this paper, we use groups of a different nature.

To explain our approach, we need some more background. Let F,, denote the free
group of rank n. It is well known that any map on the generators of F;, into F;, extends
to an endomorphism of F,. It is also well known that free groups are not the only
groups with this property.

Definition 1. Let F be a free group and let R be a normal subgroup of F'. The factor
group F/R is called relatively free if R is fully invariant, i.e., if a(R) < R for any
endomorphism « of F. If z1,...,x, are free generators of F', then =1 R,...,z, R are
called relatively free generators of F//R.

We are going to denote relatively free generators of F'//R simply by z1,...,z, when
there is no ambiguity. Let F,, denote a relatively free group of rank n, i.e., 7, = F,/R
for some fully invariant R. Then any map on its generators into F,, can be extended
to an endomorphism of F,,. Because of this property, any relatively free group F, can
be a candidate for the platform of our cryptosystem.

We also need to recall one basic fact about automorphisms of F,. Let X = {z1,...,x,}
be a set of generators of I}, and consider the maps o, 81 : X — F), given by

;b if i= vz if i=k

O‘j:xiH{ v itz 0 5fk:$iH{ z  ifi#k,

where 1 < 4,7,k < n. Then all the a;’s and ;s define automorphisms of F,,, which
are called Nielsen automorphisms, and generate the whole automorphism group of F,.

Nielsen automorphisms can be defined for any relatively free group F, the same
way. They generate a subgroup of the group Aut(F,) of all automorphisms of F,,; this
subgroup is called the group of tame automorphisms. In some cases, it is equal to the
whole Aut(F,) (see e.g. [2]); in other cases, it is a proper subgroup of Aut(F,) (see e.g.
[5, 22]). For our purposes, it is important that groups of the form F,,/[R, R] (where R
is a normal subgroup of F,,, and [R, R] its commutator subgroup) tend to have many
non-tame automorphisms by a result of [22]; we reproduce it in our Section 3.

To conclude the introduction, we introduce some more notation. Let
(X1, o Tpy Tntl, -, Tntm ; R) be a presentation of a relatively free group F, 4. Let
p € Aut Fp 1y be an automorphism such that

p:x;— y;, where y; =vyi(T1,..., Tpnem)-
This ¢ acts on F,'{/", the direct product of n + m copies of F,4m, in the natural
way:
@ (T1se ey Tngm) = (Y1, - s Yntm) 5
and, more generally,
O (U, Ungem) V> (Y1 (U1, - oo Ungm)s e o Yntm (Uly -« oy Unpm))

for any u; = w;(z1,..., Tnem) € Frtm.
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Then, let ¢ be the restriction of ¢ to the subgroup of F{" that consists of all
elements of the form (uj(z1,...,2,),...,un(x1,...,25),1,...,1) (this subgroup is iso-
morphic to F;'), so that

G (U, up, oo ) — (G1(ug, ooy tun)y e ooy Unam (U1, ooy up))

where g;(x1,...,2n) = yi(T1,...,Tn,1,...,1).

We note that ¢ is a one-to-one map because the restriction of a one-to-one map to
a subgroup is itself one-to-one. This property will be important to us in Section 2. At
the same time, there is no visible way of recovering ¢ from .

2. THE PROTOCOL

Let Fpim be a relatively free group. We discuss a specific choice of the platform
group in the following Section 3; here we present our public key encryption/decryption
protocol without specifying the platform group.

Key Generation: (1) Alice privately chooses an automorphism ¢ € Aut Fpim,
as a random product of Nielsen automorphisms and some easily invertible
automorphisms of the type given in the theorem in the Introduction: ¢ =
71 -- -7, and computes the inverse o~ = 7',;1 e Tfl. This ¢! is Alice’s
private decryption key.

(2) Let y; = yi(z1,. .., Tntm) = p(x;). Alice publishes g;(x1,...,z,) =
yi(z1,...,on,1,...,1), 7 =1,...,n + m. This collection of y; is the public
encryption key.

Encryption and Decryption: The information considered for encryption (i.e.,

Bob’s private message) is an element w of the subgroup of F,/1™ that consists
of all elements of the form (uy(z1,...,2n),...,un(z1,...,2n),1,...,1). Thus,

w= (Wi (T1,.. . Tn), ., wp(T1,...,2n))

(one can suppress the 1’s in the end).
(1) Encryption is defined by

w— @(w) = (Y1 (wiy ..y wWn),s ooy Unam (Wi, .oy wy)).

Bob then transmits ¢(w) as a tuple of words in the alphabet X.

(2) Decryption is defined by @(w) — [~ 1(p(w))] | = w.

In+1:...:zn+m:1
This w (more precisely, a normal form of w, see the end of Section 3) is

Alice’s and Bob’s common secret key.

We note that the encryption of w here is not a homomorphic image (or a preimage)
of w, in contrast to homomorphic public-key cryptosystems of [12] and [13].

The adversary can recover the plaintext w if he finds an expression for each z1,...,z,
in terms of 41, ..., Yntm, i-e., if he solves the membership search problem for the sub-
group generated by 41, ..., Unt+m (this subgroup is actually F,,). Then from

i = (Y1 (T1y oy @)y ey Un (1, oy X))
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he can get
w; = ui(yﬁ(wl, oo ,wn), ...,gn(wl, cee ,wn)).

If however the adversary wants to completely break the cryptosystem, i.e., to get the
private decryption key, then he has to find the automorphism ¢ (and its inverse) based
on the restriction ¢. This problem looks unapproachable to us by any deterministic
method other than trying out products of “elementary” automorphisms of F, ., until
the one with the right restriction is found. This method is computationally infeasible
for large n, m.

We discuss specific values of the parameters of our cryptosystem in Section 5. Here
we give a “toy example” just to illustrate how our protocol works. This example is not
platform-specific because we only use Nielsen automorphisms as building blocks here.

Example 1. Let n = 2,m = 1, and let 3j;, be Nielsen automorphisms of F3 defined in
the Introduction. Let ¢ = ﬂggﬂlgﬁglﬁgg. Then ¢ : x1 — a;largx%, To — x2$1$3$%, T3 —

2 2 2 2 ~ 2 -
x3x5. Thus, y1 = 12375, Y2 = T22123%5, Y3 = T3x5, and therefore Y1 = x125, Yo =

2 - 2
T2X1T5, Y3z = Ty.
Thus, Bob’s private message (u1 (w1, z2), ug(x1, z2)) is encrypted as (uju3, uguius, u3) =
(Ulv V2, U3) .
In this simple example the adversary can easily obtain x1,xo from the public y; as
follows: x1 = 143", o = 4jatj1 ' Therefore, he can recover u; = vlvgl, Ug = vgvfl.

As a comment to this example, we note that in a free group, the subgroup mem-
bership search problem can be efficiently solved by Nielsen’s method (see e.g. [17]).
However, adding automorphisms c, ; described in the Theorem in the next Section 3
makes a difference because it makes working in a free group pointless. We illustrate
this by Example 2 in the next section.

3. FREE METABELIAN GROUPS

In this section, we suggest specific relatively free groups, called free metabelian
groups, which can be used as platforms for the cryptosystem described in the previous
section. Some terminology has to be introduced first.

A group G is called abelian (or commutative) if [a,b] = 1 for any a,b € G, where
[a,b] is the notation for a~'b~lab. This can be generalized in different ways. A group
G is called metabelian if [[z,y],[z,t]] = 1 for any z,y,2,t € G. A group G is called
nilpotent of class ¢ > 1 if [y1,y2,...,Ycr1] = 1 for any y1,y2,...,Ye+1 € G, where

[y17 Y2, y3] = [[y17 y2]7 y3]7 etc.

The commutator subgroup of G is the group G’ = [G, G| generated by all commuta-
tors, i.e., by expressions of the form [u,v] = v~ v ~tuv, where u,v € G. Furthermore,
we can define, by induction, the kth term of the lower central series of G: v1(G) =
G, (G) = [G,qG], 7(G) = [7k-1G, G]. Note that one has a([u,v]) = [a(u), a(v)] for
any endomorphism « of G. Therefore, v;(G) is a fully invariant subgroup of G for any
k>1,and sois G" = [G',G'].

Definition 2. Let F}, be the free group of rank n. The relatively free group F,,/F) is
called the free metabelian group of rank n, which we denote by M,,.
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Our choice of free metabelian groups for the platform is motivated by the following
facts:

(1) The word problem in the group M,, is solvable in time O(m?n) with respect to
the length m of a given word. Moreover, every element of M, has a unique associated
“normal form”, which makes it possible to use our protocol for an efficient encryp-
tion/decryption of actual messages without prior common key establishment.

(2) M, has exponential growth which provides for an exponential (with respect to the
key size) key space.

(3) Subgroup membership (search) problem in A/, has no known polynomial-time
solution.

Here (2) is a well-established fact [19], so we leave it without further comments. As
for (3), there are two different solutions of the membership (decision) problem in M,
known by now [7, 21], but none of them is “even close” to yielding a polynomial-time
algorithm for solving the membership search problem. We give more details in Section
5; here we concentrate on the word problem in M,,.

It is also interesting to note that free metabelian groups M,, are infinitely presented
if n > 2 (see e.g. [3]), i.e., they cannot be defined by finitely many relations, in contrast
with groups typically used in public key cryptography. Nevertheless, as we shall see in
the next section, these groups have efficiently (and, in fact, very easily) solvable word
problem.

Now we reproduce a result from [22] which provides us with “non-standard” auto-
morphisms of free metabelian groups.

Theorem. [22] Let F,, = F,,/[R, R|, and let v € R. If R < ~43(F},) and n > 2, then the
following automorphism a, j of F,, is not tame: o, j : ©; — xjz;, u, ], x; — x;, 1 # j.

Note that a;j- cx; — xjlzj,ut 2], ¥ — w4, i # j. Also note that this theorem
cannot be applied to free metabelian groups M,, = F),/|F},, F}}] because F), £ v3(F},). In
fact, it is known that free metabelian groups M,, have only tame automorphisms if n # 3
[2]. However, automorphisms c, ; described in the Theorem above, although tame in
the case of a free metabelian group, are tame in a very nontrivial (“nonmonotonic”)
way, i.e., to factor them into a product of Nielsen automorphisms one has to first
increase the length of oy, j(z;) before it could be decreased. This is supposed to foil
“length based” attacks on ¢ (see Section 5 for more details).

To conclude this section, we modify Example 1 from the previous section by com-
posing the automorphism ¢ from that example with the map o = «aj;, 4,1 which is an
automorphism of a free metabelian group, but not of a free group.

Example 2. Let n = 2,m = 1, and let 3, be Nielsen automorphisms of F3 defined in
the Introduction. Let ¢ = ﬂ%3612631ﬁ32. Then ¢ : x1 — :Elzngasg, To — ZL‘2$11‘3£I}%, T3 —
x373. Now compose ¢ with the map o : x1 — zi[z1,[T1,72],71], T8 — T4, @ #

1. The resulting automorphism takes x1 to yi = x1[x1, [11, T2), 1])T373, T2 to Yo =
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Tox1 @1, [71, 22), 21]7373, and z3 to y3 = x373, and therefore ¥y = x1[z1, [T1, T2], 71]23,
Yo = zox1 |1, 2], 21)23, Uiz = 23.

Now in the free group Fy, the elements x1 and xo no longer belong to the subgroup
generated by v1,Y2,y3. At the same time, since o is an automorphism of the free
metabelian group F3/Fy, x1 and xa, considered as elements of F3/Fy, do belong to the
subgroup of F3/Fy generated by 41,42, y3. The adversary will therefore have to solve the
subgroup membership search problem in a free metabelian group, which is much more

difficult than to do that in a free group.

4. NORMAL FORMS IN FREE METABELIAN GROUPS

In this section, we describe two different normal forms for elements of a free metabelian
group M,,. The first one is good for transmissions, because it is easily convertible back
to a word representing a transmitted element. However, this normal form is not unique
if n > 2, so it cannot be used as a shared secret by Alice and Bob. For the latter
purpose, the other normal form (a 2 x 2 matrix) can be used.

Let u € My,. By uq, we denote the abelianization of u, i.e., the image of v under the
natural epimorphism « : M,, — M,,/[M,,, M,]. Note that we can identify M, /[M,,, M,]
with F,/[F,, F,]. Technically, ug, is an element of a factor group of F,,, but we also
use the same notation u,, for any word in the generators x; (i.e., an element of the
ambient free group F),) representing u,, when there is no ambiguity.

For u,v € M,, by u¥ we denote the expression v~ !uv; we also say that v acts on u
by conjugation. If uw € [M,, M,], then this action can be extended to the group ring
Z(M,,/[M,,, M,]) which we are going to denote by ZA,, to simplify the notation. (Here
A, = M, /[M,, M,] is the free abelian group of rank n.) Let W € ZA,, be expressed
in the form W = Y a;v;, where a; € Z, v; € A,. Then by w" we denote the product
[T(u®)¥:. This product is well-defined since any two elements of [M,,, M,,] commute in
M,

Now let w € M,,. Then u can be written in the following normal form:

(1) U = Ugp * H[%Z, :L’j]Wij

1<j

where W;; € ZA,,. To get to this form, one can use a “collecting process” based on the

following identities (recall that [z,y] = 271y~ tay):
[y, 2] = [z, 5"
ry = y(r, y]
zy =y y 2]t e

e ly=yly 2l T
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[z,y]z = z[z,y]".
The collecting process itself is simple:

(1) Using the above identities, go left to right along the word w collecting all “non-
commutator” occurrences of x; on the left (that means, do not worry about
occurrences of the form [z1,z;] or [z}, z1] created in the process). Repeat this
with zo, x3, etc. In the end of this process, u will be written in the form
U = Ugp + ¢, where ¢ € [M,, M,] is a product of expressions of the form
[%i,w]‘]g, g € M,.

(2) Since any two elements of [M,, M,] commute in M, one can now easily re-
group the expressions [z;, ;]9 so that u takes the form u = ugp - [[;_ [z, 2]V,
where Wij € ZA,.

This process apparently takes quadratic time with respect to the length of w.

To convert the normal form (1) to a word is trivial because (1) is, in fact, already
a word. The only problem with (1) is that it is not unique if n > 2, so it cannot be
used as a shared secret by Alice and Bob. For the latter purpose, we are now going
to introduce another normal form which is unique, efficiently computable (in quadratic
time with respect to the length of u), but not so easily convertible back to a word.

We have to first introduce Foz derivatives, which are noncommutative analogs of
usual Leibniz derivatives.

i<sl

Definition 3. Let ZF be the group ring of a free group F' generated by z1,xo,.... A
Fox derivation with respect to x; is a map 0y, : ZF — ZF such that 0,,(z;) = d;; and
Oy, (Vw) = Oy, (v) + v - Oy, (w) for any v,w € F. This map can be extended to the whole
ZF by linearity.

Example 3. Let g € F and let 1 be the identity of F. Since 9(1) = 9(1) + 9(1),
it follows that d(1) = 0. Therefore (g9~ ') = 9(g9) + gd(g~!) = 0, which implies
o(g~") = —g~'9(g).

Example 4. Let 2 and y be generators of the free group F(z,y). Then

K[z, y]) = 0@y ay) = Gu(@™ ) +a 70y )+ y ' 0u(2) + 2y 20, (y)
_$—1 + CL‘_ly_l _ x_ly_l(l _ y) .

Oy([z.y) = @) +a ',y + 2ty 0y (x) + a7y 2dy(y)

1

= oy trrlyTle =2y —a).

Let F,; denote the abelianization of a free group F, i.e., the factor group F/F’. Let
«a : ' — Fy, be the natural epimorphism; it can be extended to the map o : ZF — ZFy,
by linearity. A proof of the following proposition can be found in [14].

Proposition 1. Let w € F,. Then w € F if and only if a(d,,(w)) = 0 for each
generator x; of Fj,.
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This proposition yields a simple algorithm for solving the word problem in a free
metabelian group M,: given w € M, as a word in relatively free generators z;, one
considers w an element of the free group F, with the same set of free generators,
computes J, (w) for each x;, and checks whether or not all of them abelianize to 0.
The latter is straightforward since the word problem in the free abelian group Fy; is
easily solvable.

This algorithm is not only simple but efficient, too:

Proposition 2. The algorithm for solving the word problem in M, based on Propo-
sition 1 has at most quadratic time complexity with respect to the length of the input
word.

Proof. Let w € F,, and let |w| = m denote the usual lexicographic length of the word
w. The computation of d,,(w), for any generator z;, produces at most m summands
in the free group ring ZF,. Thus, the computation of 0, has at most linear time
complexity with respect to m. Then, deciding whether or not the abelianization of
Oz, (w) is 0 amounts to collecting summands of the form ¢ - h;, ¢ € Z, h; € F,, such
that all h; have the same abelianization. This is achieved by rewriting every h; in the

form z{*z5? - ... - x%" - u;, where u; € F). Since any h; has length < m and the number
of h; is at most m, this part of the algorithm takes time O(m?), which completes the
proof. O

Finally, we describe the normal form of u € M,, based on Fox derivatives.
For an element u € M, of a free metabelian group, its normal form is a 2 x 2 matrix
with the following entries:

(1) The entry in the lower left corner is 0

(2) The entry in the lower right corner is 1

(3) The entry in the upper left corner is the abelianization of u, so it is an element
of the free abelian group M, /[M,,, M,]

(4) The entry in the upper right corner is the most essential one. It is a vector of
n abelianized partial Fox derivatives of the word w.

We note that the free abelian group M,,/[M,, M,] acts on vectors of abelianized Fox
derivatives by (componentwise) multiplication. This makes the set of normal forms
a group under multiplication. Furthermore, the representation of elements of M, by
their normal forms is faithful, i.e., we actually have an embedding of M,, into a group
of matrices; this is called Magnus embedding (see e.g. [14]).

5. PARAMETERS AND CRYPTANALYSIS

There are two visible ways to attack our cryptosystem: (1) trying to find the au-
tomorphism ¢ (and its inverse) based on the restriction ¢ and (2) trying to solve the
subgroup membership (search) problem in the platform group. As we have already
pointed out in Section 2, the first way looks intractable to us, so we focus on the sub-
group membership problem here, but first we make a relevant remark about the word
problem.
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In the previous section, we obtained the solvability of the word problem in free
metabelian groups M,, by using Fox derivations. Here we note that the solvability of
the word problem in M,, can also be obtained by a much less efficient but nevertheless
interesting method, using the fact that M, are residually finite groups [15].

Definition 4. A group G is said to be residually finite if for every g € G — {1} there
exists a finite group H, and a homomorphism ¢ : G — H, such that ¢(g) # 1.

If a group G = F/R is residually finite, then it has the word problem solvable as
follows. Given g € GG as a word in the generators of F', two algorithms run in parallel.
One of them goes over all finite homomorphic images of G (those are recursively enu-
merable) and checks whether ¢(g) # 1 in any of them (note that the word problem is
solvable in any finite group). Thus, if g # 1 in G, this algorithm will eventually detect
that. The other algorithm just recursively enumerates all elements of R and compares
them to g one at a time. Thus, if g = 1 in G, this algorithm will eventually detect that.

This way of solving the word problem is “cute”, but it is obviously useless in real
life. We have mentioned it here only because there is a similar (equally useless) way of
solving the membership problem in a special class of groups.

Definition 5. A group G is said to be locally extended residually finite (LERF) if
for every subgroup K € G and g € G — K, there exists a finite group H and a
homomorphism ¢ : G — H such that ¢(g) € ¢(G) — ¢(K).

Sometimes, LERF groups are also called subgroup separable.

Coulbois [7] showed that free metabelian groups are LERF. If a group G is LERF,
it follows that G has solvable subgroup membership (decision) problem by way of an
algorithm similar to what was described above. However, as well as the algorithm for
solving the word problem based on residual finiteness of a given group, this algorithm
is anything but practical.

An alternative algorithm for solving the subgroup membership (both decision and
search) problem in M,, was offered in [21]. This algorithm is somewhat more “down-to-
earth”, but it is still far from being practical because it involves, among other things,
computing a Grobner basis of an ideal of the ring of Laurent polynomials in n variables.

In the absence of feasible deterministic attacks, one might try heuristic (“length
based”) attacks in the spirit of [9]. We point out however that groups that were typically
used as proving ground for “length based” attacks are very different in nature from free
metabelian groups, and the length function for free metabelian groups is, informally
speaking, much less predictable than it is, say, for braid groups, which probably means
that “length based” attacks are going to be less successful.

We are now going to discuss specific parameters of our cryptosystem. First, we
suggest to use a free metabelian group as the platform even though there is an approach
to solving the subgroup membership problem in such a group mentioned above. We
believe that this approach has only a theoretical advantage over the exhaustive search,
and therefore it is not a threat to security of the cryptosystem.
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In the interests of efficiency, we suggest to use a free metabelian group of a fairly
small rank as the platform. The rank that we suggest is r = n + m = 10, where
n=238, m=2.

Then, an important parameter is the number of “elementary” automorphisms in the
factorization ¢ = 71 --- 7 of the key automorphism ¢. One has to be careful here
because, say, the automorphism group of a free group has exponential growth with
respect to the (finite) generating set that consists of all Nielsen automorphisms. This
implies, in particular, that the length of ¢(x;) grows exponentially with k. However,
in the free group of rank r = 10 the base of this exponent is so small (the higher the
rank the smaller the base) that, according to our experiments, for a random product
of 30 Nielsen automorphisms the average length of (z;) is under 30, which is quite
reasonable.

Thus, we suggest k& = 30, of which 90% should be random Nielsen automorphisms
and 10% automorphisms of the type described in the Theorem in Section 3, i.e., ay ;j :
xj — xj[zj,u, x5, x; — x5, @ # j, for random elements v € [F,, F;]. That means,
when building the automorphism ¢ as a product of “elementary” automorphisms one
factor at a time, Alice selects, at each step, a Nielsen automorphism with probability
90% and an automorphism of type «, ; with probability 10%.

This provides for sufficiently large key space because there are approximately 100
Nielsen automorphisms in the free (or relatively free) group of rank 10, so products of
30 Nielsen automorphisms already give us approximately 10030 = 10%° choices for ¢.
On top of that, there are automorphisms «,, ; with arbitrary u € [F., F;.]. The length of
u has to be bounded by, say, 10, to keep the complexity of ¢ within reasonable limits.
This leaves us with the pool of approximately 107 elements to choose u from.

With these parameters, the average total length of p(x;), i =1, ..., 10, is under 1000,
according to our experiments.

Acknowledgement. We are grateful to Dennis Hofheinz for helpful comments and
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